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Summary

Organizations are eager to adopt Al for benefits like productivity and customer experience; however,
failure to consider the broad security risks can lead to data exposure and regulatory penalties, such as
those imposed by GDPR and the EU AI Act.

This paper explores the critical need for secure AI deployment in enterprises, highlighting the risks when
using public Large Language Models (LLMs) for sensitive data. We'll examine the potential risks of using SaaS
based applications, particularly regarding data control and regulatory compliance and how a flexible, secure,
and enterprise-grade platform allows organizations to deploy generative Al applications with confidence.

Topics include:

Using SaaS-based AI Applications for sensitive data risks sharing proprietary information
as these applications often have little to no guarantee of compliance or regulation. This

m Risk of Using SaaS-based AI Applications with Private Data

can lead to potential data leaks and regulatory violations.

The widespread, unauthorized use of Al tools in organizations (“shadow AI”) increases the
likelihood of employees entering sensitive data, which IT departments cannot control.

h Shadow AI and Unauthorized Use

Current Landscape of Enterprise Al Tools
Existing AI solutions fall into three main types: SaaS-based applications (which can lack
data control), upstream projects (which can lack enterprise security), and specialized

enterprise tools (which may limit choice or security). None provide complete control and
security for enterprises.

Need for Secure, Flexible AI Platforms

Organizations require Al solutions that ensure private data remains secure while remaining
adaptable to changing needs, compliant with regulations and protected from external
data training.

SUSE AI: A Secure, Open Source Enterprise Platform
? SUSE AI provides a secure, extensible, open source platform enabling enterprises to maintain

control over their data while deploying GenAl solutions on preferred infrastructure, whether
on-premises, cloud, hybrid, or even air-gapped.
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Introduction

Virtually all businesses and industries want to move at breakneck

speed to identify and seize the opportunities inherent in Al
They’re motivated by the lure of potential boosts to revenue,

productivity, data analysis, customer experience and more.

That enthusiasm also generates a significant
problem, especially for IT leaders and their
teams. Organizations that pursue AI blindly —
without considering the security implications
and other risks to their data and other assets —
can undermine their goals and incur expensive
fines when they run afoul of government
regulations. The EU AI Act includes potential
fines of , for example, while
the GDPR carries fines of up to €20 million

for violations — and those are just two of the
higher-profile regulations.

In this whitepaper, we'll examine these risks and
how to mitigate them with a private Al approach
that gives you control and sovereignty over

your Al applications, enabling you to pursue
emerging Al opportunities safely and securely.

Private Data Needs Al
You Can Trust

Simply put, it is risky to put sensitive company
intellectual property or customer data in SaaS
based AI Applications — it’s like giving away your

organization’s most important asset free of charge.

Yet that is what has, in effect, already happened.

A high-profile incident occurred in 2023 when
multiple technology and news organizations
reported that numerous employees at a global
consumer electronics company had entered

sensitive company information, including
proprietary source code, into a public SaaS-
based Al application.

That’s a serious problem because, as
at the time, “[SaaS-based Al applications]
don’t keep secrets.”

In many cases, AI companies retain the data that
users enter into their applications to train and
optimize their models, meaning the information
you input could become the answer to another
user’s question. This might be fine if you’re planning
a vacation to the Caribbean; it's something else
entirely if you're working with proprietary or
confidential data, such as source code, healthcare
data, financial information and so forth.

According to data security firm Cyberhaven,

have entered sensitive
data into a popular SaaS-based Al application at
least once; sensitive data accounts for 11% of the
information employees paste into the LLM at work.

Those might not seem like staggering figures, but
Cyberhaven notes that the massive popularity

of the SaaS-based Al application means that

the volume of sensitive data employees enter is,
well, large: “Since the usage of [SaaS-based Al
applications] is so high and growing exponentially
this turns out to be a lot of information,” the
company’s VP of marketing wrote in a

— the use of Al
applications outside of IT’s approval or control

Indeed, the rise of
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— almost certainly means the risk of employees
sharing sensitive data will increase.

The solution? Today’s organizations need a
trusted, enterprise-ready Al platform that
enables the safe and secure deployment of
generative AI (GenAl) applications.

What the Enterprise Al
Market Looks Like Today

Until now, the AI market has been fragmented
and incomplete from an enterprise perspective.
Tools have roughly fallen into three categories:

- SaaS-based GenAl applications: These are
the AI applications readily available online,
and they have become massively popular with
users. They’re powerful tools, but they don’t
give enterprises control over their data, which
is why a growing number of large companies
have in the
office. This category also includes a growing
menu of workplace Al applications such as

meeting note-takers and coding assistant tools.

- Upstream Al projects: These lack enterprise
support and signed and scanned artifacts,
making them a tough sell for the enterprise,
especially those with significant security and
regulatory requirements.

- Enterprise Al solutions: These attempt to
address the enterprise needs that the previous
categories don't, but have, to this point, had
limitations, including providing an opinionated
stack, restricting choice or not providing end-
to-end security.

What today’s businesses really need, however,

is an AI platform that puts them in control of
their data and grants them sovereignty over
their AI workloads. They need an extensible,
optimized, modular deploy and runtime
platform that provides both choice and security.

What Businesses and
Governments Need: A Flexible,
Enterprise-Grade AI Platform
That Delivers Security and Trust

Organizations need to deploy GenAl solutions
securely. Employees are clamoring to use GenAl
applications to increase their productivity but
employers are concerned about the risks.

It’s imperative that private data — such as
intellectual property and customer information
— stay private. It's your data; don’t let it become
training data for public LLMs, which essentially
means your data would become someone else’s
product. In some cases, it may also break data
privacy laws and other government regulations.

This underscores the need for a secure and
extensible Al platform, one that runs on a tech
stack with the necessary security certifications
and compliance protections. The solution needs
to be extensible and scalable so that it can grow
with and adapt to evolving business needs and
users over time.

Wouldn't it be great if you could aggressively
pursue the opportunities of GenAI while
keeping your private data private? You can with
SUSE AL

Wouldn’t it be great if you could aggressively pursue the opportunities of
GenAlI while keeping your private data private? You can with SUSE AL
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The SUSE Approach:
Enterprise-Ready
Open Source Al

Meet SUSE Al, a new enterprise-ready open
source Al platform from the company you
already know and trust. Do Al the right way: your
data, your infrastructure, your AL

SUSE Al gives you a flexible, extensible and
modular platform that enables you to deliver
GenAlI applications to users rapidly and securely.
We give you the freedom to choose your
preferred LLM from a continuously growing menu,
with a focus on all users, not just developers.

SUSE Al is secure by design, with robust
capabilities for compliance, threat detection,
observability and adherence to top industry
protocols. It's an extensible, optimized and
proven platform that you can integrate securely
with your infrastructure and deploy wherever
you choose — whether that’s on-premises, in a
cloud, hybrid or even air-gapped.

Advantages of SUSE Al

- Complete control: SUSE AI enables enterprises
to take control of their AT workloads. It’s your
data; you should have control over its use.

- Serious security: SUSE Al implements zero
trust security by default. Al AI components
and tools are built using SUSE’s common

criteria-certified build system, which supplies
a verified and auditable supply chain and all of
the necessary security certifications that highly
regulated industries need.

- Cost predictability: Because you own SUSE Al
you get predictable costs and scalable pricing.

- Data governance: Your data remains within
your control, and you own usage insights.

- Air-gap friendly: In addition to on-premises,
hybrid and cloud, you can deploy without
an internet connection to help safeguard
especially sensitive data and environments.

- Future flexibility: In addition to helping you
avoid lock-in, SUSE Al is extensible and can
grow with your business over time, adapting for
new goals, use cases, user groups and more.

Ready to Learn More?

GenAl was already here, but it wasn’t really
ready for enterprise use — until now. SUSE AT
gives enterprises the ability to develop and
deploy the Al applications they need on a
secure, extensible platform designed for AL

It’s your data, your infrastructure, your Al
Flexible, extensible and secure by design.
Shouldn’t you be in control?

Learn more about SUSE’s open, secure and
enterprise-grade GenAlI solution at
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SUSE Software Solutions For more information, contact SUSE at:
Germany GmbH

+1 800 796 3700 (U.S./Canada)
Frankenstraf3e 146

90461 Nirnberg

Germany

+49 (0)911-740 53-0 (Worldwide)
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