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GravityZone Proactive Hardening and
Attack Surface Reduction (PHASR)

Groundbreaking Dynamic Attack Surface Reduction (DASR)

Modern attacks are faster and they abuse legitimate tools and actions to evade detection, even disabling EDR platforms.

Bitdefender GravityZone PHASR is a groundbreaking Dynamic Attack Surface Reduction solution that proactively shuts
down ransomware attack paths and augments any EDR solution by restricting up to 95% of atypical risky tools and
actions.

Unlike conventional security, GravityZone PHASR uses self-learning AI models to continuously learn each user’s
behavior and correlate it with threat vectors to identify and automatically apply deep hardening— without requiring
static rules and exceptions or impacting productivity.

Living off the Land techniques where attackers abuse native OS tools are now used in 84% of major attacks and in
virtually every breach and successful ransomware attack. Drastically reduce your employee attack surface and stop
attacks before they escalate:

L Proactively Stop Ransomware

PHASR’s Dynamic Attack Surface Reduction continuously learns user-
machine behavior and proactively restricts atypical actions before attacks
can kill your EDR.

L Painlessly Reduce Risk
PHASR can reduce unnecessary risk by 30% or more in 30 days, augmenting
your current security stack. No added overhead. No Productivity Impact.

L Boost Security Efficiency

PHASR bolsters efficiency and reduces threat investigation and response
workloads by up to 50% by eliminating noisy alerts related to legitimate
tools.

“We achieved close to a 70% reduction in attack surface
by locking down living-off-the land binaries and remote
tools. We moved from discovery to blocking LOLBins in

weeks, without investigation or disruption.”

JASON KRAAI
Systems Administrator

Greenman-Pedersen, INC



https://techzone.bitdefender.com/en/tech-explainers/living-of-the-land-attacks.html
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Bitdefender GravityZone PHASR Key Capabilities:
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L Tailored Hardening
PHASR uses AI models to identify user behavior patterns and optimal hardening configurations, restricting tools that
are atypical for the user.

L Dynamic Attack Surface Reduction (DASR)
PHASR continuously and autonomously adapts to user behavior changes and new threat vectors using live threat
intelligence and minimizing administrative effort.

L Standalone Deployment
PHASR’s Dynamic Attack Surface Reduction (DASR) proactively closes attack paths, augmenting both Bitdefender
GravityZone and 3rd-party EDR/XDR solutions to stop threats before they escalate.

L Precise Control
PHASR enables restrictions on unused but risky apps, but also precise action-level restrictions within used apps,
blocking only the atypical behaviors.

L Smart Clustering
PHASR groups together users with similar behaviors to enable efficient enforcement of attack surface reduction across
the organization.

L Autonomous Risk Mitigation
PHASR Autopilot mode enables adaptive and autonomous attack surface changes without intervention while Direct
Control mode offers recommendations and requires admin decisions.

L Strengthen GravityZone or 3rd party EPP/EDR tools
PHASR provides a path to robust threat exposure and compliance management, either augmenting 3rd party EPP-EDR
tools, or reducing complexity and risk as part of the GravityZone XDR platform.

“Bitdefender has consistently performed well in independent tests including MITRE Engenuity and has introduced
innovative features such as Deep Process Inspector and Advanced Reasoning. Most recently, in 2024 Bitdefender

Proactive Hardening and Attack Surface Reduction (PHASR), a groundbreaking technology that transforms how

defense-in-depth-security is applied and managed across businesses.”

IDC, IDC ProductScape: Worldwide Small and Medium-Sized Business Endpoint Protection Market, 2024-2025: Technology
Supplier Solution Functionality, doc #US52830124, January 2025

=IDC

Learn how PHASR can proactively protect you against stealthy new attacks:
Discover PHASR and request a demo.

Bitdefender is a cybersecurity leader delivering best-in-class threat prevention, detection, and response solutions worldwide.
Guardian over millions of consumer, enterprise, and government environments, Bitdefender is one of the industry’s most trusted
experts for eliminating threats, protecting privacy, digital identity and data, and enabling cyber resilience. With deep investments
in research and development, Bitdefender Labs discovers hundreds of new threats each minute and validates billions of threat
queries daily. The company has pioneered breakthrough innovations in antimalware, IoT security, behavioral analytics, and
artificial intelligence and its technology is licensed by more than 200 of the world’s most recognized technology brands. Founded
in 2001, Bitdefender has customers in 170+ countries with offices around the world.
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