Customer Story

More Than Banking — It s Peace of Mind: In

A lean security team, escalating threats, and members’ trust on the line —OceanAir
layered Halcyon into their existing EDR stack to deliver complete ransomware
defense, faster response, and peace of mind.

Founded in 1952 with just $500 in assets, OceanAir Federal Credit Union has
grown into a leading financial institution with four branches in Ventura County
and a growing reach across Southern California. As the region’s only Certified
Development Financial Institution (CDFI) and a Juntos Avanzamos-designated
credit union, OceanAir is dedicated to financial inclusion, empowerment, and
safeguarding its members’ livelihoods. This commitment to protection extends to
their cybersecurity posture, which has strengthened their regulatory readiness—
with NCUA examiners particularly impressed by Halcyon’s ransomware-specific
platform during reviews.

Ransomware Threats Outpacing Traditional Defenses

For OceanAir Federal Credit Union, trust isn’'t just part of the business —it's the
foundation. Serving members across Southern California, the member-owned
institution plays a vital role in safeguarding people’s homes, savings, and futures. That
responsibility makes security more than a technical priority; it's central to protecting
the financial well-being of the communities that rely on OceanAir every day.

“We're a not-for-profit, so the money we protect is people’s lives —their homes,
their savings, their futures,” says Geoff Collier, AVP of Cybersecurity at OceanAir.
“We can't afford to get security wrong. Our members count on us for more than
banking —they count on us for peace of mind.”

Mr. Collier had seen firsthand what happens when ransomware hits. At a previous
institution, an attack forced difficult decisions and longer recovery cycles. So,
when he joined OceanAir, his mission was clear: build a defense and recovery
strategy strong enough to keep members safe —without overwhelming their small
security team.

“We realized we were relying on a single point of failure for both defense and
recovery,” he explains. “If something slipped past EDR or if our backups were
compromised, we were exposed.”

That’s where Halcyon came in. Purpose-built for ransomware, Halcyon layers on top
of existing tools to provide dedicated detection, response, and recovery capabilities.
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Key Results

Reduced Mean Time to
Respond by over 50%

Improved visibility into shadow
IT, suspicious artifacts, and
browser extensions

Scaled team with Halcyon’s
analyst expertise

Seamless deployment, tuned
within hours

Enabled confidence in
recovery with Halcyon’s
guarantee

“If something slipped past
EDR or if our backups
were compromised, we
were exposed.”

Geoff Collier,
AVP of Cybersecurity at OceanAir
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OceanAir’s security program was robust, featuring a best-in-class
endpoint detection and response (EDR) solution, immutable backups,
and strong network defenses. But Mr. Collier wasn’t satisfied.

Deployment took only a few hours and integrated seamlessly
into OceanAir's software deployment workflows, which was
critical as the team prepared for a large-scale Windows

migration.

The impact was immediate. Halcyon quickly flagged a
spoofed Logitech driver that bypassed EDR entirely. “It
would have passed right through,” Mr. Collier says. “Halcyon
caught it, triaged it, and we removed the attack vector
before it caused any damage.”

The platform has also identified spoofed browser
extensions, rogue binaries, and other subtle threats -
many of which their traditional tools missed. “Rather

than just being an umbrella for the rain,” Mr. Collier notes,
“Halcyon is a system built for the storm that impairs
business operations.”

Human Expertise that Scales a Small Team

With a lean security team, OceanAir needed more than
alerts —they needed insight. Halcyon’s Ransomware
Operations Center (ROC) team became a force multiplier.

“Halcyon analysts do a great job communicating with ours,”
Mr. Collier says. “The alerts come with actionable context,
so we do a minimal amount of lift and can focus our efforts
elsewhere.”

That collaboration reduced OceanAir's mean time to
respond from 90 minutes to under 45 —so fast the team
had to re-set its KPlIs. It also bolstered incident readiness.
Halcyon now plays a formal role in tabletop exercises and
is integrated alongside EDR, network security, identity

controls, and boundary defenses.

(NCUA) exam, Halcyon helped the team stand out.
“Everybody has EDR,” Collier recalls. “Being able to show
a ransomware-specific platform impressed the NCUA
auditor; they hadn’'t seen a comparable solution.”

Get a demo at halcyon.ai/demo

Confidence that Extends
to the Boardroom

Halcyon’s impact goes beyond operations. Its recovery
guarantee and dedicated ransomware expertise have
changed how OceanAir’s leadership thinks about risk.

“‘Ransomware gangs are experts in ransomware,” Collier
says. “Halcyon is the blue-team counter. And at this rate,
humans are still better than Al. | feel more comfortable
knowing we don’t just have a tool —we have people
backing us.”

The results show up in board reports, too. Halcyon’s
telemetry is now part of the monthly governance package
presented to OceanAir’s Security Committee, alongside
metrics showing improved detection times, reduced
shadow IT exposure, and faster response workflows.

Built for a Mission that Matters

OceanAir's security evolution isn’t just about technology —
it's about trust. Since 1952, the credit union has grown
from a volunteer-run lunch-hour operation to a $800
million financial services leader offering home loans, wealth
management, insurance, and more. Yet its mission remains
unchanged: empower members, uplift communities, and
protect what matters most.

“Halcyon gives us the confidence to do that,” Mr. Collier
says. “We know that if the worst happens, we're not
just reacting —we’re recovering. That's what our
members deserve.”

For organizations like OceanAir - highly regulated, mission-
driven, and operating with lean security teams —Halcyon
isn't a replacement for EDR. It’s the missing layer that
closes the ransomware gap, scales people power, and
transforms response from a scramble to an intentional plan.

And as Mr. Collier puts it: “We don’t have the luxury of
getting security wrong. Halcyon helps ensure we don't.”
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